
Breaking AI as of 
today

Attacking Agentic AI and LLM Infrastructure



The New Threat Landscape
From static chatbots to autonomous, tool-wielding agents.



Reasoning & Planning
The ability to break down complex enterprise goals into 

sequential tasks using Chain-of-Thought (CoT) or 

Tree-of-Thoughts (ToT) methodologies.

Memory & Tool Use
Equipping models with "hands" through API integration 

(Tools) and "context" through Retrieval Augmented 

Generation (RAG) and long-term memory.

Defining Agentic AI



User Input

Direct malicious prompts designed to 

bypass guardrails.

External Data

Poisoned documents retrieved via 

RAG pipelines.

Integrated Tools

Insecure API endpoints and tool 

definitions.

The Attack Surface



The top vectors identified by OWASP specifically target the interaction between the model and external 

infrastructure.

03
Prompt Injection

03
Poisoning

02
Integration

OWASP LLM Vulnerabilities

02
Orchestration/Architecture



Adversarial Suffixes: Using GCG (Greedy Coordinate Gradient) to find character strings that force model compliance.

Payload Splitting: Dividing a malicious command into benign-looking chunks to evade simple pattern-matching filters.

Virtualization: Forcing the model into a "developer mode" or "jailbroken state" through complex role-playing scenarios (e.g., DAN).

Translation Attacks: Obfuscating malicious intent by asking the model to process instructions in low-resource languages.

Direct Prompt Injection



The Vector
Malicious instructions are hidden in external sources 

(websites, PDFs, emails) that the agent retrieves during its 

search or RAG process.

The Impact
Allows an external attacker to hijack the agent's logic 

without ever interacting with the user interface directly.

Indirect Prompt Injection



Attacking the Agentic Loop
Exploiting the autonomous decision-making process.



Action Hijacking: Tricking the agent into calling a tool with unintended parameters (e.g., deleting a database instead of querying it).

Recursive Tool Calls: Forcing an agent into an infinite loop to cause Resource Exhaustion (DoS).

Data Exfiltration: Manipulating tool outputs to include sensitive data that is then sent to an attacker-controlled endpoint.

Bypassing UI: Directly interacting with tool APIs that lack sufficient authentication or authorization.

Tool Use & Hijacking



Privilege Level Standard Access Exploitation Goal

User Level Natural language interface Bypass guardrails to reach the agent core.

Agent Level Execution of pre-defined tools Execute arbitrary code or access internal APIs.

System Level Infrastructure management Full RCE on the orchestrator server.

Privilege Escalation



Semantic Injection
Inserting documents into the knowledge base that are 

semantically close to likely queries but contain false or 

malicious instructions.

Knowledge Corruption
Gradually polluting the vector store to influence long-term 

reasoning and corporate policy enforcement by the agent.

RAG & Data Poisoning



Reconstruction Attacks: Asking the model to "repeat the previous instructions" or "output the system text in a code block."

Guardrail Identification: Discovering the exact keywords or logic used to prevent unsafe outputs to craft specific bypasses.

IP Theft: Stealing complex, proprietary logic embedded within multi-stage agentic system prompts.

Mitigation: Implementing strict output filters that block the echoing of system-level context.

System Prompt Leakage



OWASP Top 10 
Agentic AI 

Risks



Defensive Architecture
Building resilience into the enterprise AI stack.



Prompt Firewalls
Using secondary, smaller LLMs to inspect incoming 

prompts for adversarial patterns before they reach the 

main agent.

Context Isolation
Separating user-provided text from system instructions 

using structural delimiters like XML tags or JSON schemas.

Input & Output Sanitization



Ephemeral Env

Running code-exec tools in 

short-lived, serverless containers.

Network Egress

Restricting agent network access to 

an allow-list of known IPs.

Least Privilege

Granting tools only the minimum API 

scopes required for the task.

Sandboxing & Isolation



Strategic Approval Gates: Requiring explicit user confirmation for "irreversible" actions (e.g., payments, deletion).

Verified Reasoning: Presenting the agent's plan to the user before execution to identify logical hijacking.

Action Limits: Capping the number of autonomous steps or the financial value of any single autonomous action.

Audit Trails: Maintaining immutable logs of every reasoning step and tool call for forensic analysis.

Human-in-the-Loop (HITL)



Metric Type Normal Behavior Adversarial Signal

Token Velocity Steady response rate Sudden spikes or recursive looping.

Semantic Drift Consistent query intent Sudden shifts to system/admin topics.

Tool Error Rate < 2% Failures High failure rate due to param fuzzing.

Monitoring & Anomaly



The Future of Red Teaming
Strategic outlook for secure enterprise AI integration.



The players



Arbitrary File Reading

This [User] user interface interacts with the agent: asking for a specific file…



Arbitrary File Reading

How can you know about the Productive Area before ? RECONnaissance is the answer



Trying to consume an internal API

It didn’t work, but leaked something…



Consuming the internal API

It was not at first attempt…OF COURSE!!!



Consuming the internal API

Not everyone works even when you know about the right tool



Consuming the internal API

There is always an “admin” directory…



Consuming the internal API

Then, you got the secrets…



Retrieving from Poisoned Data

That’s good but there was no command execution implemented in the agent



Retrieving from Poisoned Data

Once again, not what was expected, but it’s how it works



Trying to get RCE

Guardrails working as expected, small LLM model, it’s easier than in bigger ones



Getting RCE

Best advice when trying to run something: start in the most simple way



Getting RCE

Then, we are running commands inside the AI Agent container and, of course, as root



What the slides don’t show
● Not all models are the sames, of course, but size matters as always

○ Not because Phi3 is a small LLM it’s easy to abuse

○ In small LLM some elements are easier to control

● There is no general receipt to interact with an agent or a model

○ It doesn’t matter if the agent implements their own tools or use tools by MCP means

○ The agent “reasons” using something that is probabilistic: the model

● Previous knowledge about the orchestration and the source code is more valuable than 

in traditional security breaking techniques

○ You can “easily” find a blind SQL injection or conduct a coercion attack because that 

analysis is deterministic

○ But only in sciFi world you have access to the source code of everything



Questions ?
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