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T raditional S A S T  c atc hes  is s ues  like S QL 
injec tion and X S S .  S ome of  the bigges t 
bug bounty  pay outs  c ome from logic  
f laws  like IDOR ,  broken authoriz ation,  
and workf low abus e bec aus e thes e are 
hard to f ind with traditional S A S T  
tec hniques  alone.

In this  tec hnic al works hop,  y ou’ll s ee 
how S emgrep’s  A I- powered detec tion 
c ombines  s tatic  analy s is  with LLM  
reas oning to unc over bus ines s  logic  
vulnerabilities  without c us tom rule 
writing.



OW A S P  T op 10

T raditional S A S T S trengths
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A ppS ec  mus t keep up with LLM s

E x plos ion of  A I- generated c ode

Prior to AI - gener a t ed c odi ng t ool s
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A ppS ec  mus t keep up with LLM s

E x plos ion of  A I- generated c ode

Prior to AI - gener a t ed c odi ng t ool s How moder n s of t wa r e t ea ms  a r e  wor k i ng t oda y
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A I models  c an help f ind important 
vulnerabilities  that traditional S A S T  tools  
s truggle with when they  lac k c ontext bey ond 
the s ourc e c ode and data f lows .

A I models  detec t 
logic  vulns  better,  but 
perform poorly  on 
taint s ty le is s ues

6https : //s emgrep. dev/blog/20 25/f inding- vulnerabilities - in- modern- web- apps - us ing- c laude- c ode- and- openai- c odex/



AI models help find 
v ul ner a bi l i t y  c l a s s es  t ha t  
S AS T a nd da t a  f l ow a na l y s i s  
s omet i mes  s t r uggl es  wi t h.

LLM  c ontex t helps  to identify  
vulnerabilities often mis s ed

Ins ec ure Direc t Objec t 
R eferenc es  ( IDOR ) and B roken 
Objec t Level A uthoriz ation 
(B OLA ) are the # 1 A P I s ec urity  
ris k .

IDOR  / B OLA

A pplic ation s tate trans itions ,  
dec is ion- making,  and other 
f laws  us ed to by pas s  
res tric tions  or c aus e 
dis ruption.

B us ines s  Logic  A bus e

C ry pto M is us e
T LS  V erif ic ation Dis abled
W eak R andomnes s
CSRF via Authentication Cookie
JWT Misconfigs
Missing Rate Limiting
OAuth Misconfiguration
Sensitive Data Logging
Missing Webhook Verification

A nd many  more
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Introduc ing S emgrep M ultimodal detec tion
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T raditiona
l program 
analy s is

A I- bas ed 
analy s is

C ombining traditional 
program analy s is  w ith A I 

probabilis tic  pattern matc hing



“ 92% recall on known IDORs in app”
Social Media Giant

“ 70% true positives on IDOR findings so far”
FinT ec h Unic orn

“ 88% precision for IDOR, AutZ and Logic 
Issues”
Fortune 300 FinTech

R eal W orld S uc c es s  
S tories

“ W ith S emgrep,  I trus t that 
a  c ritic al f inding will be 

relevant to us . ”
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Minh Nghiem, Sr. Security Engineer



B enef its  of  
S emgrep M ultimodal

Consistency
R epeatability  and 
auditability  of  res ults .

Precision & Recall
Higher rate of  T rue 
pos itives  while 
eliminating 
vulnerability  c las s es  
with c onf idenc e.

Cost
M anage c os t of  us age 
of  LLM s  at s c ale.

Performance
S tatic  analy s is  is  fas t 
and ef f ic ient.
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T he S emgrep S ec urity  R es earc h and others  
have found s erious  problems  with c ons is tenc y  
in A I- only  approac hes .

Foundation models  
aren’t c ons is tent
between runs
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https : //s ean. heelan. io/20 25/0 5/22/how- i- us ed- o3 - to- f ind- c ve- 20 25- 3 78 9 9 - a- remote- z eroday - vulnerability - in- the- linux- kernels - s mb-
implementation/
https : //s emgrep. dev/blog/s ec urity - res earc h/



S emgrep M ultimodal 
reduc es  varianc e
ac ros s  s c ans
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S lide:  P rec is ion & R ec all are low



A rc hitec ting a M ultimodal detec tion workf low
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S ec urity  expertis e improves  res ults  over 
foundational models  a lone.

S emgrep M ultimodal 
delivers  8 x  T rue 
P os itives with 50 %  
fewer Fals e P os itives
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TP Rate
(normalized)

FP Rate

Claude 100% 41%

Semgrep 823% 19%

A v eraged ac ros s  runs  on a benc hmark datas et.  (C laude Haiku 
4 . 5)



For large c ode bas es ,  LLM s  c an be expens ive 
to generate the ins ights  needed for a  full 
rev iew.

B alanc e of  ef fort and 
budget with 
ex pens ive LLM  runs

16https : //tec hc runc h. c om/20 26 /0 3 /0 9 /anthropic - launc hes - c ode- review- tool- to- c hec k- f lood- of- ai- generated- c ode/



S emgrep will f ind and eliminate:

● Injec tion
● S S R F
● M is c onf igured auth
● S upply  c hain vulns
● Leaked s ec rets

that might be introduc ed by  A I c oding agents  
before they even end up in a PR.

S emgrep M ultimodal 
is  s o fas t that y our 
agents  will love it
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Let me s ee it!

Demo
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S emgrep M ultimodal goes  bey ond 
detec tion

What if we didn’t j us t  s l a p 
a  c ha t bot  ont o s c a n r es ul t s  
a nd c a l l  i t  a  da y ?

Updating c ontext and polic ies  
to learn about y our c odebas e.

F ilter out fals e pos itives  with a  
9 6 %  us er agreement rate.

A pply  remediation with 
human- readable P R s  and 
upgrade guidanc e.

A utof ix
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M emories A utotriage



C ombining A I reas oning with rule-
bas ed S A S T ,  S emgrep M ultimodal
performs  better at detec tion,  triage,  
and remediation

AI - gener a t ed c ode i s  
out pa c i ng t he s ec ur i t y  
pr a c t i c es  bui l t  f or  huma n-
s peed dev el opment .

Detected f indings  identif ied 
with far les s  nois e than us ing 
A I models  alone.

T rue pos itives

8x

P res ented with Autotriage
dec is ions ,  real us age data 
c ons is tently  validates  s ignal in 
the res ulting analy s is .

Us er agreement

96%

Autofix c reates  f ix  P R s  in 
under 2  minutes

F ix  P R  T ime

<2 mi n
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“ [S emgrep’s ]  c ontextual 
unders tanding was  
c omparable to the 
analy s is  of  one of  our 
s enior s ec urity  engineers ”
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Ari Kalfus Sr. Manager, Product Security



Ques tions ?
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T hank y ou
T ry  S emgrep M ultimodal for y ours elf :  https : //go. s emgrep. dev/s ignup/

https://go.semgrep.dev/signup/


C ombining LLM  agents  with rule- bas ed analy s is  for detec tion,  triage,  and remediation.

A ppS ec  is  ready  for S emgrep M ultimodal
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S emgrep M ultimodal
A I reas oning w ith rule- bas ed analy s is  for detec tion,  triage,  and remediation.

S emgrep infras truc ture
1- c lic k rollout ac ros s  thous ands  of  projec ts  and mas s iv e monorepos  

C ode
S c an c ode 
y ou w rite

S emgrep for A ppS ec S emgrep for B uilders

S upply  
C hain

S c an 
dependenc i

es

S ec rets
S c an for 
expos ed 

c redentials

P lugins
S ec ure 

C urs or / 
C laude C ode

W orkf low
s

C us tom 
A ppS ec  

automation
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