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Me everyday...

Offensive security allows us to analyze how to break
through defenses in order to find less fallible security

methods.

Member of a great TEAM OF HACKERS doing pentesting, red teaming
and cyber threat intelligence

Focused on Offensive Security

 



Our Core Team



Starting Points
This talk is a technical thoughtful  exercise

We are going from DR GOOGLE to DR AI

AI is a tool, not a replacement

Is AI security more important than security in general ?

Who really cares about security ?

How many of you went accross writing by hand to mechanic 
typewriter to electric typewriter and from a calculator to a 
computer ?

Think about it: do you remember the phone numbers of the 5 
most important people to you ?



Hacking
Pentesting

Red Team Ops
???



Find the 7 differences



Well-known story

Pentester = Chef



Holly grail:
Automate



AI must be optimal, effective, and
efficient to be a real tool for

collaboration or replacement of
humans through AUTOMATION.



Real
Cases



Base of the analysis
Soft skills not included in the analysis

Penetration Testing

Highly controlled

Driven by regulations or by the market

Periodically

Red Team Ops

Threat emulation

Adversay simulation

Cyber Threat Intelligence

Information analysis

Attack vectors development



Case 1: Well-known vulnerability (no AI)
Lexmark printer

Not fully configured, but usable

Vulnerable to command injection (CVE-2023-26067)

It uses a small Linux

The exploit already exists!!

It's not useful to extract local credentials nor from 
AD because...it's not fully configured

The only option was to execute Linux commands

The exploit was not flexible enough because it can only 
execute one command at a time through a direct 
connection

In this case, the exploit was modified to get a reverse 
shell



Case 2: Vulnerability chain (NO AI)

GET https://acme.com/id?content=http://10.10.10.10/admin

Response: Admin Panel

10.10.10.10



xmlrpc.php



Case3: Are the pigs insecure or the houses they build? (with AI but
not as expected)



Let's paint gray hair and put some botox
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OLLAMA : File system access as
`root` and RCE



How could it be with AI ?

Case 1 (Printer):

Case 2 (Chain of vulnerabilities):

What about to automate the detection of these 
vulnerabilities?

It is already automated in vulnerability scanners.

What about applying AI in these cases?

Highly probable

Just some weeks ago I managed to get a simple bash 
script to work with just a single user prompt

Probable [the dataset is small]

Training can be done using Deep Reinforcement Learning 
("trial and error")



How it could be with AI ?

Case 3 (OLLAMA):
It took less time to perform the exploit manually than to 
"fine-tune" the model (even fine-tuning is more like TRAINING).

Without knowledge of shared libraries, it would have been 
impossible (unless you have time to train the model).

Unlikely with only GPT.

More likely if we add RAG (or have my chatbot search on 
Google).



What we are talking about...



What we are talking about...



Red Team



Red Team Ops

It's important to clarify several aspects, although this 
talk isn't solely about Red Teaming

One thing is Threat Emulation (if you prefer: Adversary 
Emulation...).

Another, more complex, advanced, and REAL is Adversary 
Simulation.

Why is a Red Team operation carried out?

To measure two factors:

Time to Detect (TTD)

Time to Mitigate (TTM)

This means that not every organization is ready for a Red 
Team operation



Red Team Ops
Threat emulation can be automated and it's

commonly automated

Adversary simulation is

automated only when

TOTAL compromise is

obtained

Threat emulation is based on frameworks
like ATT&CK and ATLAS

Adversary simulation is

required to attack in a not

expected way by the "blue

team" and they wait the

attack as the frameworks

state



Couple of weeks ago...Shadow AI



Theses,
Postulates,

Speculations,

MCP





MCP



📋  MCP PROTOCOL 
DETAILS

📊  DATA & 
COMMUNICATION FLOW

🌐  EXTERNAL SYSTEMS

🛠   MCP TOOLS📁  MCP RESOURCES

🔧  MCP SERVER

🖥   HOST ENVIRONMENT

Data Types Transport Options Message Types

Server Capabilities

Server Core

🌉  MCP PROTOCOL BRIDGE

🤖  AI AGENTS

Client Applications

Claude Desktop5ire Cursor IDEContinue.dev

Claude Sonnet/OpusOpenAI GPTGoogle GeminiDeepSeek

MCP Client

Protocol Handler

Configuration Manager

Server Application

Transport Layer

Authentication Resources Tools Prompts

File System AccessDatabase AccessAPI Endpoints Web Content Memory/Cache Document Store Shell CommandsFile Operations HTTP RequestsDatabase Queries Code Execution System Information

Remote APIs Cloud Services Databases File Stores Web Services Security Tools

User Request

AI Response

JSON-RPC Messages

Structured Data

initialize list_resources read_resource list_tools call_too list_prompts get_promptStandard I/O HTTP/REST WebSocket TCP SocketText Content Binary Data JSON/Structured Streaming Data

By Claude



By Gemini

Response Flow

Host Machine

Communication

AI Application (Client)

Prompt/Request

MCP Request

HTTP/S or other protocol

Tool Output API Data File Content

MCP Response

Interpreted Result

Final Answer

User

AI Agent

MCP Client

MCP Server

Possible Actions

Access FilesInteract with APIsExecute Tools

Formatted Response



By OpenAI

Possible MCP Capabilities

Requests / Context Responses / ResultsRuns

Delegates Tasks Return ResultsFile Ops API Calls Invoke Query Publish/Subscribe Cloud Integrations

Client / Application Host Environment

MCP Server / Orchestrator

Agents / Workers
Access Files / Local 

Resources
Call External APIs Execute Tools / Services Query / Store in Databases

Message Broker / Event Bus Cloud APIs / SaaS 
Integrations



Thank you Tenable !!!



Kali MCP Server

AgentsAndTools

Infrastructure

Operator

HTTPS / WebSocket

SSH / Management Runs

Internal API

Reads/Writes

Publishes/Consumes Dispatches tasks

Invokes

Results

Results/Telemetry

Fetch Tasks

Forwards requestsClient / Operator UI

Kali Host / VM / Server

MCP Server

REST API

Database / Storage

Message Broker / Queue

Agentes (deployed on 
targets)

Tools / Modules (Nmap, 
Exploits, Scanners, 

Payload Builder)

Kali MCP Server Architecture

HOST MACHINE
(Windows/Mac/Linux)

MCP CLIENT
Claude Desktop

5ire
Cursor

Configuration:
claude_desktop_config.json

AI AGENT
Claude Sonnet/Opus

Gemini 2.0
OpenAI GPT

DeepSeek

LOCAL MCP BRIDGE
mcp_server.py

Protocol Translation

NETWORK INTERFACE
HTTP Client

TCP/IP Communication

Connection

http://LINUX_IP:5000
REST API Calls

NETWORK
TCP/IP

KALI LINUX SERVER
(Remote Linux Machine)

API SERVER
kali_server.py

Flask/FastAPI

Port: 5000

COMMAND EXECUTOR
subprocess.run()

Shell Command Interface

SECURITY TOOLS
• nmap (Network scanning)
• nxc (Network exploitation)
• curl/wget (Web requests)
• gobuster (Directory brute force)
• ffuf (Web fuzzing)
• sqlmap (SQL injection)
• metasploit (Exploitation)
• burpsuite (Web proxy)
• volatility (Memory forensics)
• sleuthkit (Disk forensics)

SYSTEM INTERFACE
Terminal/Shell

Linux Command Execution

Output and Logs

MCP Protocol

HTTP Requests

Commands

Execute

System Calls

R
es

po
ns

e 
Fl

ow

USE CASES

🎯  AI-assisted penetration testing

🚩  Automated CTF challenge solving

🔍  Intelligent reconnaissance and scanning

🕸  Web application security testing

🔬  Memory and disk forensics automation
LEGEND

Client Components Server Components Bridge/Protocol



Kali MCP Server



Kali MCP Server



PentesterOne-NG : Our MCP implementation



Conclusions
Keep looking for using AI (and all its acronyms) and how it could help 
offensive security

TEST BY YOURSELF

Keep breaking everything related to AI

Gandalf from Lakera is kind of boring, but encouraging

 Of course, we don't try to reinvent the wheel every day

We need to know how a PING works, but we don't have to make our own 
ping, We'll use the one included in the operating system

This also applies for AI

Learn about models

Learn about the algorithms that support the models

Develop your own code to test the models

Develop an attack vector



Postulates
You can spend your life asking ChatGPT or Cloude or 
Gemini or whatever, but it won't make you a hacker

You can wait for the magic tool "AI Powered" and use it, 
but it still doesn't make you hacker nor pentester

Prompt injection is very useful, but as of today, it's 
just a small part of AI insecurity

Actually, developing an offensive security 
mindset is what allow you to turn in to hacker and, 
then, pentester (MAYBE red teamer).  

Understanding how your target works is what prevents 
you from being a AI kiddie...



info@open-sec.com
www.open-sec.com


