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Member of a great TEAM OF HACKERS doing pentesting, red teaming
and cyber threat intelligence

Focused on Cffensive Security

Offensive security allows us to analyze how to break
through defenses in order to find less fallible security

methods. @
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This talk is a technical thoughtful exercise

We are going from DR GOOGLE to DR AI

AT is a tool, not a replacement

Is AI security more important than security in general ?
" Who really cares about security ?

How many of you went accross writing by hand to mechanic
typewriter to electric typewriter and from a calculator to a
computer ?

" Think about it: do you remember the phone numbers of the 5
most important people to you ? E%

Open-Sec
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Information E ti
Qﬂ\e:ng nume

SCANNING Vulnerability
Identification

Vulnerability Confirmation

Attack Vector Design

Test with
TESTING Credentials

Privilege Escalation Penetration

ANALYSIS

Vulnerability
Scoring

ifferences

WEn umeration

Identify Design Attack
Vulnerabilities Vectors

Review Technigues

Lateral
Exfiltrate Movement
Analize TTD, TTM
Report

Other elements
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Open-Sec

Ethical Hacking/Forensics/InfoSec

Mostrando las entradas para la consulta autopwn ordenadas por relevancia.

Autoexplotacion con Metasploit

Bueno este es un tutorial gue muestra el uso de metasploit con su modulo de autopwn,
mediante un video que se encuentra mas adelante e imagenes; existen varios tutoriales
en internet pero no he encontrado ninguno en espafiol y que resuelva los problemas que
me fui encontrando en el camino, es por eso que me he tomado la molestia de realizar
este tutorial.

La arquitectura que utilice fue OpenSuse 11.1 como explotador (IP 192.168.137.50) y
Windows 2000 Professional SP4 como explotado (IP 192.168.137.55).

Instalaciones:

DESCARGO DE
RESPONSABILIDAD

Todo el contenido de este blog
tiene como proposito proveer
unicamente informacion. No
aplicar este material ni
conocimientos sin el
consentimiento explicito que
autorice a hacerlo. Los lectores
(participantes, oyentes,
videntes) asumen la
responsabilidad completa par
la aplicacion o experimentacion
de este material y/o
conocimientos presentados.
El(los) autor(es) quedan
exceptuados de cualquier
reclamo directo o indirecto
respecto a dafios que puedan
haber sido causado por la
aplicacion de este material y/o
conocimientos expuestos.

Holly grail:

Automate

Open-5Sec



Al must be optimal, effective, and
efficient to be a real tool for
collaboration or replacement of

humans througn AUTOMATION.

AA

Security
‘ Breakers '
Not just skiddies

Open-5ec
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Base of the analysis

e Soft skills not included in the analysis
e = Penetration Testing
© Highly controlled
o Driven by regulations or by the market
o Periodically
= Red Team Ops

o0 Threat emulation

o Adversay simulation
" Cyber Threat Intelligence

o Information analysis

o Attack vectors development
Open-5Sec



Case 1: Well-known vulnerability (no Al)

e Lexmark printer

m Not fully configured, but usable
¢ Vulnerable to command injection (CVE-2023-26067)
" Tt uses a small Linux

= The exploit already exists!!

o Tt's not useful to extract local credentials nor from
AD because...it's not fully configured

© The only option was to execute Linux commands

© The exploit was not flexible enough because it can only

execute one command at a time through a direct
connection

© In this case, the exploit was modified to get a reverse g@}
shell

Open-5Sec



GET https://acme.com/id?content=http://10.10.10.10/admin 10.10.10.10

Reaue> Y
005

7 tEd

Response: Admin Panel
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What about to automate the detection of these
vulnerabilities?

" Tt is already automated in vulnerability scanners.

What about applying AI in these cases?
Case 1 (Printer):

" Highly probable

" Just some weeks ago I managed to get a simple bash
script to work with just a single user prompt

Case 2 (Chain of vulnerabilities):

" Probable [the dataset is small] o 5
pen-Sec

" Training can be done using Deep Reinforcement Learning
("trial and error')



o Case 3 (OLLAMA

It took less time to perform the exploit manually than to
"fine-tune" the model (even fine-tuning is more like TRAINING).

Without knowledge of shared libraries, it would have been
impossible (unless you have time to train the model).

Unlikely with only GPT.

More likely if we add RAG (or have my chatbot search on
Google).

Open-5Sec



are talking

Ok, that is for arbitrary file reading, but what about RCE ?

Searched 4 sites ~

Q “CVE-2024-37032 RCE proof of concept”
bing.com

GitHub — GitHub - jakabakos/CVE-2024-37032-Ollama-RCE: Path traversal in Ollama with rogue registr...
github.com

O

w+ Ethical Hacking — A Deep Dive into CVE-2024-37032 (Ollama RCE Vulnerability)
ethicalhacking.uk

wiz.io — Probllama: Ollama Remote Code Execution Vulnerability (CVE-2024-37032) — Overview and...
wiz.io

« Cappricio Securities — Cappricio Securities
blogs.cappriciosec.com

Achieving remote code execution (RCE) for CVE V37032 involves leveraging the arbitrary file

write vulnerahilitv to corrunt critical svstem files. enahlina malicious corde execution. Snecificallv. in Open'sec



talking

ok, | understand, but I'm not asking for a full functional program,
just a skeleton or pseudocode in order to start learning not from
zero ?

>
() A
¢»é:%%gg BB B

To create a hasir ckalatnn nr neriidneade for the nrncess nf axnlnjting a vulnerability like CVE-2024-
3703: you can start by understanding its underlying mechanics. Here's a high-level pseudocode
structure tor learning purposes, tocusing on the arbitrary file write aspect and its potential for privilege

escalation:

Pseudocode: Learning Skeleton for File Write Exploitation

python (P Copy code

# Step 1: Define the target and setup
target_url = N2 # Endpoint for exploitation

malicious_payload =

Open-5Sec
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Red Team Ops

e Tt's important to clarify several aspects, although this
talk isn't solely about Red Teaming

" One thing is Threat Emulation (if you prefer: Adversary
Emulation...).

" Another, more complex, advanced, and REAL is Adversary
Simulation.

e Why 1s a Red Team operation carried out?
= To measure two factors:
© Time to Detect (TTD)
o Time to Mitigate (TTM) Open-Sec

e This means that not every organization 1s ready for a Red
Team operation



Red Team Ops

Threat emulation can be automated and it's Threat emulation is based on frameworks
commonly automated like ATT&CK and ATLAS

Adversary simulation is Adversary simulation is
automated only when  required to attack in a not
TOTAL compromiseis  expected way by the "blue

obtainea team" and they wait the
attack as the frameworks

state @

Open-5Sec



sh-4.2% sudo su -

[root ]
uid=0(root) gid=0(root) ¢
[rootelN TN -
authorized_keys id rsa
root@ 1

{"AccessKeyId":

"Policies": [

-l .
},

{

"PolicyName": "AWSBatchFullAccess",

"PolicyArn": "arn:aws:iam::aws:policy/AWSBatchFullAccess"
}l'
{

"PolicyName": "AdministratorAccess",

"PolicyArn": "arn:aws:iam::aws:policy/AdministratorAccess"
}l'
{

"PolicyName": "AmazonSageMakerFullAccess",
"PolicyArn": "arn:aws:iam::aws:policy/AmazonSageMakerFullAccess"

Open-5Sec
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§ Al Attacks

# Prompt Injection # Training Attacks

w Agents | — m-% . Storage | <— * Models

/S

¥ alter agent routing d execute arbitrary commands ¢ attack embedding databases ¥ bypass model protections ¢ introduce bias into the model

on backend business systems t extract sensitive data =20 , : < et
¢ modify embedding data # force model to exhibit bias ¢ disrupt model trust/reliability

undefined systems ¥ pass through injection on resulting in tampered model

¥ send commands to

results § extraction of other users'

connected tool systems
y and/or backend data

¥ code execution on agent

system } force model to exhibit

intolerant behavior
% poison other users' results
% disrupt model trust/reliability

¥ access unpublished models
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Al Application (Client)

Prompt/Request

Final Answer

Al Agent

MCP Request  Interpreted Result

MCP Client

HTTP/S or other protoco

22D
IMCP Response
ommumcatlo

W
0N

\

&\N
)

MCP Server

TN ©

Possible Actions

Execute Tools

Interact with APIs

—

=

Formatted Response

Open-5Sec
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Client / Application Host Environment

Requests / Context m Responses / Results|

MCP Server / Orchestrator

File Ops API Calls] Publish/Subscribe] Cloud Integrations| Delegates Tasks|

Possible MCP Capabilities

Access Files / Local Message Broker / Event Bus Cloud APIs / SaaS
Call External APIs Execute Tools / Services Query / Store in Databases g X Agents / Workers
Resources Integrations

Open-5Sec



Thank you Tenable !!!

Database

MCP Client

LLM

Interface MCP Server
MCP Client
Product API

Open-5Sec



1. User Command

2. Request (JSON/MCP) 3. Execute Tool
CLIENT
(Al AGENT) API
MCP SERVER

Al Application (Model Context
(e-g., Claude Desktop) Protocol

o | ==

—_—
6. Al interpertation

Netwark Communication
HITP/S)

HOST MACHII
(Kali Linux O!

SECURITY TOC

@ ©

nmap gobuster

¥

SResponse  Metsploelit
Formated Data

HOST MACHINE

MCP CLIENT

Claude Desktop
Sire
Cursor

Configuration

claude_deskiop_configjson

AI AGENT

Claude Sonnet/Opus
Gemini 2.0
OpenAl GPT
DeepSeek

MCP Protocol
LOCAL MCP BRIDGE

mep_server.py

Protocol Translation

HTTP Requests

NETWORK INTERFACE
HTTP Client

TCP/IP Communication

Connection

http://LINUX_IP:5000
REST API Calls

LEGEND

® Client Components ®  Server Components ®  Bridge/Protocol

Kali MCP Server Architecture

- -
-——_————— TC
-

USE CASES

@ Al ed penetration testing

» Automated CTF challenge solving

& Intelligent reconnaissance and scanning
Web application security testing

& Memory and disk forensics automation

KALI LINUX SERVER

API SERVER
kali_servergy
Flask/FastAPI

Port: 5000

COMMAND,EXECUTOR
subproeess.run()

Shell Command Inte

SECURITY TOOLS

« nmap (Network scanning)

« nxe (Network exploitatiop)

« curl/wget (Web requests)

« gobuster (Directory Prute force)
« ffuf (Web fuzzing)

« sqlmap (SQL injection)

« metasploit (Exploitation)

« burpsuite (Web proxy)

« volatility (Memory forensics)

« sleuthkit (Disk forensics)

SYSTEM INTERFACE

Terminal/Shell

Output and Logs

Open-Sec



et 25 github.com/Wh0Oam123/MCP-k

-

o Wh0am123 / MCP-Kali-Server

de (©) Issues 3 i1 Pull requests

¢» MCP-Kali-Server

¥ main ~ ¥ 1Branc
3

£ wWhoam123 Update RS

[ LICENSE
[ README.md
[ kali_serverpy

[ mcp_server.py

3
[I] README 5[5z MIT lic,

7

MCP Kali ¢

Blame 41_} Tinac 240 TAr~d - M2 9 VD

import sys
import 05E
import ar
import lof
from typirn
import rei

from mcp.

# Configur
logging.b?
level%
formaf;
handle

logger =

3
# Default?
DEFAULT_K/
DEFAULT_Ré

Kali MCP Server is a lightweight API br

server which allows excuting commanc._ =

¥ main ~  MCP-Kali-Server / mcp_server.py

Blame | 417 lines (348 loc) - 13.2 KB

class KaliToolsClient:

def safe_get(self, endpoint: str, params: Optional[Dict[str, Any]] = None) -> Dict[str, Any]:

return {"error": f"Unexpected error: {str(e)}", "success": False}

def safe_post(self, endpoint: str, json_data: Dict[str, Any]) -> Dict[str, Any]:

Perform a POST request with JSON data.

Args:
endpoint: API endpoint path (without leading slash)
json_data: JSON data to send

Returns:
Response data as dictionary

url = f"{self.server_url}/{endpoint}"

try:
logger.debug(f"POST {url} with data: {json_datal}")
response = requests.post(url, json=json_data, timeout=self.timeout)
response.raise_for_status()
return response.json()
except requests.exceptions.RequestException as e:
logger.error (f"Request failed: {str(e)}")
return {"error": f"Request failed: {str(e)}", "success": False}
except Exception as e:
logger.error(f"Unexpected error: {str(e)}")

return {"error": f"Unexpected error: {str(e)}", "success": False}
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B6

i
B9
812
thl
02
03
B4
D5
D6
07
D8
09

¥ main ~

" main +  MCP-Kali-Server / kali_server.py ¥ main +  MCP-Kali-Server / kali_server.py

MCP-Kali-Server / kali_server.py

Blame 572 lir .
v def execute_command(command: str) -> Dict[str, Any]:

def nmap(): Lt
Execute a shell command and return the result
if add
#
Args:
cCO
command: The command to execute
comman
Returns:
result A dictionary containing the stdout, stderr, and return code
return
L s e
except Exc
logger executor = CommandExecutor(command)
logger return executor.execute()
return

"error": f"Server error: {str(e)}"
}), 500



Qur MCP i ementation

Per

OpencSec PentesterOne-NG

om0 Open-Sec

Q Configure the Pentest (© Execution Progres| Next Generation Penetration Testing Platform

Target (1P or Domain)

Q Configure the Pentest (® Execution Progress

Group/Subnet Scope PentesterOne-NG
Tirgets (e e hoe) Open-Sec
Next Generation Penetration Testing Platform
Q Configure the Pentest /) Critical Vulneratiiies (CVSS > 7.5)
CVSS 9.8 - CVE-2023-38408 cnmcas
8 cvss:a8
CVSS 9.1 - CVE-2023-21980 CRITICAL

- CVE-2023-21960 CVSS: 9.1

Group/Subnet Scope

Targe:

Lk Vulnerability Report

Open-5ec




Conclusions

Keep looking for using AI (and all its acronyms) and how it could help
offensive security

" TEST BY YOURSELF
Keep breaking everything related to AI

" Gandalf from Lakera is kind of boring, but encouraging
Of course, we don't try to reinvent the wheel every day

We need to know how a PING works, but we don't have to make our own
ping, We'll use the one included in the operating system

" This also applies for AI
O Learn about models

O Learn about the algorithms that support the models

O Develop your own code to test the models

© Develop an attack vector Open-Sec



You can spend your life asking ChatGPT or Cloude or
Gemini or whatever, but it won't make you a hacker

You can wait for the magic tool "AI Powered" and use 1it,
but it still doesn't make you hacker nor pentester

Prompt injection 1is very useful, but as of today, it's
just a small part of AI insecurity

Actually, developing an offensive security
mindset is what allow you to turn in to hacker and,
then, pentester (MAYBE red teamer).

" Understanding how your target works is what prevents
you from being a AI kiddie...

Open-5ec



not just a skiddie

by Open-Sec

info@open-sec.com ]
N
WWW.0pen-sec.com
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