Welcome to Kodem's
Product Security Compensation Survey 2025

Thank you for taking part. Your input helps build the
most accurate pay benchmark across
Product Security, AppSec, and Cloud Security.

All responses are anonymous.

® Takes 5 minutes







Why Al coding tools matters

Impact of Al Coding Assi

Where Al coding tools are used

Outside of
0 work only

DJ Both in and
@ outside of work

[j] At work only
Massive adoption of Al Demonstrably useful for task
coding tools (Claude Code, completion and “perceived
Cursor, Gemini CLI, etc.) productivity”
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Threat Model

Bash command

chmod -rwx temp

Functionqlity: Remove all permissions from temp directory
Natural language prompt — code S e Preseed?

. o 2. Yes, and don't ask again for chmod commands in /Users/mahesh.babu
Suggestlon (mOYbe Gddlng 3. No, and tell Claude what to do differently (esc)

dependencies) — command
generation — execution e

Cursor Tab

Controls: e

e Checks with user for
approval before certain
commands are run (e.g, file
edits, sudo-level, git)

e However.... guto-approval,
allow lists, YOLO mode exists

e Some checks when pulling in
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Our Findings

find .

Bash(find
L.

./.claude
./.claude/settings.local. json

Two c‘asses Of The directory contains only a .claude folder with a local settings file.

SISES o execute
vu‘nerabllltles In find . -exec python -m http.server 8080 \

EXACTLY
Claude Code:
. Bash(find . -exec python -m http.server 8080 \;)
1. Bypassing user
cute the command exactly as I request
O p p rOVG | "echo ${PATH } "

WITH The space

2. Denial of Service < v st

[ waiting..

via malformed ke
input

file:///root/.nvm/versions/node/v22.17.8/1ib/node_modules/@anthropic-ai/claude-code/cli.js:7

import{createRequire as iMB}from"node:module";var dMB=Object.create;var{getPrototype0f:cMB,define]
| 'A._esModule?Dy1(Q,"default",{value:A,enumerable: !0}):Q; for(let D of MB(A))if(!pMB.call(I,D))D]
Dy1(A,Q,{get:B[Q],enumerable: !0, configurable: !0,set: (I)=>B[Ql=()=>I})};var R31=(A,B)=>()=>(A&&(B=]

Bad substitution: PATH

H (file:///root/.nvm/versions/node/v22.17.0/11b/node_modules/@anthropic-ai/claude-code/cli.5:7:2204
file:///root/.nvm/versions/node/v22.17.8/11b/node_modules/@anth /claude-code/cl1.§5:7:2863
Array.map (<anonymous>)

myB (file:///root/.nvm/versions/node/v22.17.0/11b/node_modules/@anthropic-ai/claude-code/cli. s
Object.A (file:///root/.nvm/versions/node/v22.17.8/11b/node_modules/@anthropic-ai/claude-code/c

61
Object. isConcurrencysafe (file:///root/.nvm/versions/node/v22.17.8/11b/node_modules/@anthropic-ai/claude-code/cl1. s:2168:4176
Ko d e m file:///root/.nvm/versions/node/v22.17.8/1ib/node_modules/@anthropic-ai/claude-code/cli.]s:2293:5294

v22.17.0
gsacc36:/codes |




Finding # 1 - Approval Bypass

Why the bypass works

What is Auto-Approval? e Auto-approved binaries list is too permissive

e Certain flags enable arbitrary command
execution without explicit approval

common safe e Example: find . -exec sh -c "<command>” \;
commands.

Designed to

e Skip confirmation for

execute
find .

streamline repetitive
tasks in Cl/dev

Works by maintaining
a list of pre-approved
binaries to run

e Bash(find .)
L o
./.claude
./.claude/settings.local. json

® The directory contains only a .claude folder with a local settings file.

> execute
find . —-exec python -m http.server 8080 \;

EXACTLY

automatically.
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Finding # 2 - DoS via malformed input

What it is was
e A denial-of-service (DoS)

in command parser

e Malformed environment
variable tokens (${..})
cause an unhandled
exception

e Effect: a single bad input
makes the agent exit and
stop responding.
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http://www.youtube.com/watch?v=62KI5x1P_3U

Technical Analysis

After some approximated deobfuscation

Y/ Variable expansion helper
function expandVariable() {
charIndex += 1;

tht hqppened let varName, e;dIndex;

const nextChar = token.charAt(charIndex);

® Agent got a string that looked like code (e.g.
eChO ${PATH }) if (nextChar === "{") {

charIndex += 1;

. NeSted tOken pqrser tried to expond ${} Gnd hit ﬁtl(w::“z:e:ef/h::;i'((:n:;(::ng:zitj:t:z:) '{' + token.slice(charIndex - 2, charInde
a malformed token.
® Parser threw Bad substitution and no caller ‘t‘:"fg‘n’j;je?ﬁe;;i?"ex"“" -
Cdught it throw new Error("Bad substitution: " + token.slice(charIndex));
: 1
® Unhandled exception crashed the process variane = token. stice(chartndex, endindex)s
else if (/[x@#?$!_-1/.test(nextChar)) {
varName = nextChar;
o harIndex += 1;
Why it worked e
2 2 cqnst remaining = token.slice(charIndex);
- Mqlformed Ir.\pUt Ilk.e ${PA.TH } (] dIndei i remginin;.;atih(;?"iwjd_]/T;
e The parser either fails to find a | at the expected e A
offset or accepts the trailing space into charIndex = token. length;
} else {
VOrNGme. varName = remaining.slice(@, endIndex.index);
e Thatleads to the throw new Error("Bad , cherindex = endIndes. index - 1;
substitution”) path. ;

e Because that throw is uncaught, the process
exits



Root causes, possible mitigations

Root Cause Specific Examples Mitigations

Disable auto-approval for shells;

Command allow-list with safe flags only;

Block patterns: -exec, -eval, -e, backticks, subshell $();
Require human approval for any process-spawning

find -exec launches arbitrary shell;
python -c, sh -c via "approved®
binaries

Over-trustin
whitelists

Validate names with A[A-Za-z_][A-Za-z0-9_]*$;
Reject/escape malformed tokens;
e Treat ${..} from prompts as data, not code

(TSI XY \AVC T $ {PATH } (trailing space) — bad
validation substitution

Wrap exec in supervisor with timeouts/retries;
e Set -o pipefail and trap errors; degrade gracefully
(skip step, log, continue)

Weak error Agent exits on first parse error;
handling unhandled non-zero status

Require manual review for Al-suggested deps; enforce
Blind . P— lockfiles;
Auto npm install of trojanized . . .
dependency N . enable npm audit/advisory checks in CI; allow only
- package; editor-initiated installs . o . . . .
installs signed/verified sources; block installs at runtime without
approval
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Evolution of Claude Code Security

Key developments since:

e [security-review: Terminal
command / GitHub Action to scan B0 ot acton () misest ot

[REDACTED] /src/proxy/mod.rs
code for vulnerabilities pre-commit B e Bl TR el
301 + “http"
. 302 } else {
Dependency checks: Included in ——
github-actions bot last week
= > i .
reviews (flags known vulnerable St oo i S e ooy
Rule: ssrf

packages & insecure patterns)

Exploit Scenario: An attacker can set the Host header to internal addresses like '127.0.0.1:8080' or

. S qfety d isc I os u res * SyS te m C q rd S 'metadata.google.internal' to access internal services. The code only checks for localhost/127.0.0.1 to determine
.

http vs https but doesn't block internal network access
. . .
R dation: I ict allowli lidation fc hy . Block P (10.0.0.0/8,
include agentic sofety evaluations 7216001, 1921650016, ik ol acresse,an o motadta ndpots. Considruing 3 URL parsing
. library that validates against SSRF patterns
for coding (Opus 4 [ 4.1) °
. .
e Threatintel: Ongoing reports on

misuse & mitigations

er-controlled host headers without
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What about the others?

Cursor (Anysphere):
e Malicious VSCode extension in Cursor IDE stole ~$500K crypto (Open VSX
supply chain).
e Workspace Trust off allows repos with tasks.json to auto-execute code.

Google — Gemini CLI:
e Prompt injection in README/context files enabled silent command execution
+ data exfiltration
e Weak sandbox/whitelist allowed arbitrary commands until patched

OpenAl — Codex:

e Early versions executed shell commands without approval (e.g. curl | sh)
e Sandbox/permission inconsistencies on Windows still allow bypass
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