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We blindly trust 
software with 
everything 
important in life…



We “know” how to build secure castles…













We “know” how to build secure software…
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The castle approach isn’t working very well

Development….

• Huge backlog

• Only 5% exploitable

• 19% of developer time

• Scans slow down pipelines

Operations…

● App/API attacks ignored

● Focus on network and cloud

● Already overwhelmed

● 2nd leading cause of breaches (DBIR)

Security…

● Poor developer relationship

● Isolated from operations

● No visibility into attacks
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Your application layer is
more like a city than a castle

• Way too big and complex to analyze

• Constantly under construction

• Highly interconnected

• Virtually unlimited attack surface

• Always under attack

• Relied on by people, business, government



Which one of these is true?

A. Earth is the center of the universe

B. Life spontaneously generates from inanimate matter

C. Your personality can be determined from bumps on your head

D. Shifting security activities left improves outcomes



We thought shift left
would fix performance!

2000sStone Age 2010s



“Shifting security 
left is dead”

-- Aaron Lord, Senior Director 
Analyst at Gartner

https://www.gartner.com/en/documents/6871666

https://www.gartner.com/en/documents/6871666


And now the game has changed!
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Singapore has a ”digital twin”

Smart 
Transportation 

System

• Autonomous 
vehicles, AI traffic 
control, and 
dynamic road 
pricing to reduce 
congestion.

E-Governance 
and Digital 
Services

• SingPass digital 
ID and online 
platforms 
streamline citizen 
access to 
government 
services.

Sustainable 
Energy and Smart 

Utilities

• Smart grids, solar 
adoption, and 
automated waste 
systems drive 
efficiency and 
sustainability.

Smart Healthcare 
System

• Telemedicine, AI 
diagnostics, and 
wearables enable 
proactive and 
remote 
healthcare.

Advanced 
Security and 
Surveillance

• AI-enhanced 
policing, facial 
recognition, and 
cybersecurity 
fortify national 
safety.

Smart Homes and 
Buildings 

• IoT-enabled 
housing and 
energy-efficient 
infrastructure 
improve comfort 
and conservation.



Just like APM – AppSec has to get REAL

You need:
• Real fully-assembled software
• Real connections
• Real data
• Real users
• Real threats
• Real scale



Imagine a live contextual 
knowledge graph (CKG) of 
your entire application layer!

Telemetry Observations

Update Contextual 

Knowledge Graph

Instrument Your 

App Layer
Streaming Data 
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Contextual Knowledge Graph (CKG)

BUSINESS CONTEXT

ASSET INVENTORY

INFRASTRUCTURE

ARCHITECTURE CONTEXT

ISSUES AND INCIDENTS

☐ Apps/APIs
☐ Servers
☐ Assets
☐ Attack Surface
☐ Attacks
☐ Blast Radius
☐ Cloud
☐ Connections
☐ Containers
☐ Control Flow
☐ Criticality
☐ CVEs
☐ Data Flow
☐ Defenses
☐ Incidents
☐ Libraries
☐ Probes
☐ Queues
☐ Repos
☐ Risky Functions
☐ Routes
☐ Services
☐ Teams
☐ Threat Intel
☐ Vulnerabilities

CKG is the perfect substrate for taking advantage of AI



Example: Streamlining threat modeling

• Show me which routes require authentication

• Show me what roles are required for each route

• Show me which routes process untrusted data

• Show me which routes connect to backend systems

• Show me which routes consume serialized objects

• Show me all encryption algorithms in use

• Show me protocols for all backend connections

• Show me the blast radius for this application

• Show me…
 

Answers



Example: Better risk prioritization



Your CKG streamlines all 
your appsec workflows

Traditional Siloed 

AppSec Workflows with 
Separate Data

Streamlined AppSec 

Workflows with 
Shared CKG



Real Benefits

Vulnerability 

Management

Threat 

Modeling

Supply Chain 

Security

Penetration 

Testing

Security

Compliance

Attack 

Detection and 
Response

• Faster and easier

• More accurate

• More contextual

• Better prioritization

• Better collaboration

• Better culture

Reduce at least 50% of 

the work involved with 

appsec workflows.

Scale to cover more of 

application estate.



24

Calls to 
potentially 
dangerous 
functions

426
Million

Security 
relevant 

observations

365,110

Non-viable 
attacks 

(probes)

4,110
Non-viable 

attacks 
(probes)

4,110

Viable attacks 
45

New serious code 
vulnerabilities

5

New CVEs
3.1

Incidents
2.7

Exploitable 
Vulnerabilities

Verified 
Incidents

THE NOISE THE THREAT
https://www.contrastsecurity.com/software-under-siege-2025-application-layer-threats-exposed-by-contrast-security

Real ADR stats – per app, per month



Castles are for fairy tales

It’s time for appsec to grow up, leave 
the castle, and move to the city.

Pick up a shovel, instrument your city, 
leave the theoretical world behind, and 
become relevant.

•EMBRACE YOUR CITY



Ask me anything…

Castle Envy: the Flawed Mindset That’s 
Holding Application Security Back

Jeff Williams
Founder and CTO
Contrast Security
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