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Same World, Different Perceptions

~
Devs Need Dev Security Interpret
Velocity
Fast Development & Delivery Risks in Production
Agile & Iterative Changes = AppSec More Reviews, More Friction
— Velocity
.
-
Security Need Devs Interpret
Full Risk Visibility & E : ; _ Noise & Alert
Prioritization 100% i 40% i 2% i 9% i 3% Fatigue

Govern & Enforce Secure
Delivery

Slow Software Delivery
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AppSec Is Misalighed With Modern SDLC

1\

Low Dev Adoption

Opt-in functionality: ~22%
of developers adopt a
security IDE plugin

N\
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Late Feedback

Feedback is provided on
pull/merge requests, after
the feature is written

Ownership Gap

82% of all security risks
were authored by devs no
longer in the company




HOW TO SOLVE ADOPTION & LATE FEEDBACK

Private, Blameless &
Shameless Feedback via IM

Trigger

Notify developer when a code risk is detected
on “git push’, finding changes, or SLA

Condition

Business importance, severity, fixability,
exploitability, etc.

Action

Enforce fix, suggest fix alternatives, or
generate Al code fixes

|arnical

Commit message: added skynet.core:neural-network

CVE: CVE-1997-JUDGMENTDAY
Commit: T800SRS

Pusher: intern@cyberdyne.net

Findings:

@ SCA RISK DETECTED

!

Tj SCA Risk Detected

[a] Arnica
(]
Upgrade to one of the following versions.
Version Description % Fixed
1.0.4 Best patch 20%
1.2.8 Bestminor 4y 60%
2.0.5 Best major 100%

!

@ CODE RISK MITIGATED




HOW TO SOLVE ADOPTION & LATE FEEDBACK

Dismiss Risks Before Pull Requests, In Feature Branches

Developer
Developer .
[e] arnica Security
[a] Dismiss Risk X
Messages  About @ approvals-channel : o~
I See more i - ’
Today ~ Dismissal Reason e 5 Add +
Dependency Risk: @babel/core@7.1.0 has 3 transitive Risk is Tolerable W .
vulnerabilities e v [°] amica A% 133 9M
Location: Oregano/..nch-sca-072320255829 <l W Risk: M/Cm@7-1.o has 3 transitive
File: package-lock json#24 Tolerable for me, hopefully for the company too... ;- vulnerabilities : Dismissal Requested by nir
Pusher: Nir Valtman Severity: High g *+ More details
Author: Nir Valtman Status: Open e/ Hesti/ Ovenin
Canc teoat-bbcw/Herbs/Orega
i b : File: package-lock.json#24
r' Recreate the package-lock.json file (run npm update ®babel/core ) to

mitigate 50% of critical and high risks (67% of all)

. 2 [ arnica AR 105 P
, Upgrade to 7.1.6 [patch version) to mitigate 1009 a Your dismissal request has been Approved Develo per
(100% of all)
Dependency Risk: @babel/core@7.1.0 has 3 transitive
Acknowledge | Dismiss (pending review) ' Openin. vulnerabilities
SeE MOrt Your request to dismiss risk has been approved by @Hill De Pipelin
Location: Oregano/..nch-sca-072320255829

File: package-lock json#24

Approve  Reject

L

Dismissal Reason: Risk Accepted
Additional Details: Tolerable for me, hopefully for the company too... ;<)

Pusher: Nir Valtman Severity: High g
Author: Nir Valtman Status: Dismissed (Pending Review) .

larnical



- Pull request from feature-branch-sca-071720251634-fix #188

billdp-gg merged 1 commit into main from feature-branch-sca-0717.. Ll;l last week

None yet
[a?] arnica-github-connector  bot commented last week
L |

Projects @3

WOO0t WOOt! & - 1 code risk was fixed in this branch e

I :
l I | No milestone
! ( ‘ 3 | W

(| (| Nl |

Development @

Successfully merging this pull request may close

o e > .
> these issues.

—— . e None yet

g—— = f )
// SOLVE OWNERSHIP Notifications Customize
= C e I e b rq te R Unsubscribe

You're receiving notifications because you modified

R e m ed iq t io n the open/close state.

2 participants

& Kudos to: @nir-valtman

SCA (Software Composition Analysis)

al
Severity Status Description «zﬁ‘ @

High @ In Progress | @babel/core@7.1.0

IS Lock conversation

Loved it? @ Follow us or share your experience on LinkedIn or X.

)



SOLVE OWNERSHIP

Measure Good Behavior

Authored risks ® Risks resolved ®

In SLA branches In feature branches

@D Vedium: 80.41% (78)
@ High: 13.40% (13)
@D Critical: 4.12% (4)
@D Info: 2.06% (2)

@ Resolved: 69.20% (200)
@ Dismissed: 29.07% (84)
@ Open: 1.73% (5)

Al Code Fixes? Security Champions? Developer Attrition? 0 New Risks Policy?

Find Best Reviewer Validate Contribution Classify Next Best Fit Automate Workflows

larnical




Measure The Developer-Native Workflow Impact

= o8t

78% 92%

Resolved Before Never Merged

Pull/Merge Request To Production

[arnica]
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Thank You
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