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Browser Security is the next Battleground

● Browsers are the gateway to modern work but lack 

dedicated monitoring

● Traditional endpoint protection (EDR/XDR) and network 

security (SWG/SASE) don’t fully “see” browser activity

● Most organizations don’t inventory or restrict 

browsers—leaving them exposed

● The browser is a blind spot in the security stack



Power of Modern Browsers

● Browser apps rival native software: Office suites, video 

editing, gaming, live conferencing

● Evolving features: WebAssembly (WASM), HTML5, 

WebRTC, file APIs, and more

● Result: Browsers are no longer just “viewers” ... they’re 

full-fledged platforms

● More power = larger attack surface



Endpoint Security has Zero visibility into the Browser



Secure Web Gateways



The Rise of Browser-Based Attacks

https://www.infosecurity-magazine.com/news/browser-cyberthreats-surge-email/

https://www.infosecurity-magazine.com/news/browser-cyberthreats-surge-email/


The Rise of Browser-Based Attacks



Browser Supply Chain Attacks 

● Dec 25, 2024 Cyberhaven’s admin was targeted 

via phishing

● “Your Chrome extension violated Google’s policy”

● Linked to a Google consent screen, requesting 

permission for an Oauth app called Privacy Policy 

Extension.

● Admin granted permissions, allowing attackers to 

upload new versions of the extension 

● Malicious version pushed automatically to 400k 

users, designed to steal passwords, cookies, etc.



Cyberhaven Attack Video



Understanding the Brower Attacks Surface

• User elements: Phishing, social engineering, credential theft

• Browser features: WASM, CORS misconfigs, HTML5 API 

• Extensions: Supply chain risks, rogue add-ons

• File features: Malicious downloads, drive-by exploits

• Session attacks: Token theft, session hijacking

• Configuration attacks: Weak settings, outdated versions

• Network attacks & zero-days: Exploiting unpatched browsers



Network Channel based Attack Vectors: Part I



Network Channel based Attack Vectors: Part II



Unmonitored Channel Attacks



Browser Phishing

● SWGs normally check links before allowing connection to user’s browser
● Designed to block malicious links based on analysis of webpage

● Attackers are now doing the following:
Setting up non-malicious websites that seem legitimate to a SWG
Use JavaScript or WASM to maliciously transform the page only in a victim’s browser 

● Using legitimate sites like google workspace, sharepoint online, etc as a 
stepping stone to malicious sites



Clipboard Hijacking (aka “ClickFix”)

https://krebsonsecurity.com/2025/03/clickfix-how-to-infect-your-pc-in-three-easy-steps/



Clipboard Hijacking (aka “ClickFix”)

https://krebsonsecurity.com/2025/03/clickfix-how-to-infect-your-pc-in-three-easy-steps/



Extensions

● Extend the capabilities of the browser 

● Are often highly over privileged 

● Minimal checks via the web app store

● Recent movements from V2 to V3 has improved security, not all browsers 

enforcing this



Extension Capabilities

● Read and modify every web page 

● Exfiltrate data silently

● Inject malicious code into uploads/downloads

● Modify DOM elements

● Act on behalf of the user session

● Even modify or disable other extensions



Web Store Badges

https://support.google.com/chrome_webstore/answer/1050673

https://support.google.com/chrome_webstore/answer/1050673?hl=en


Attackers Buy & Poison Popular Extensions

https://www.bleepingcomputer.com/news/security/the
-great-suspender-chrome-extensions-fall-from-grace/

https://www.bleepingcomputer.com/news/security/the-great-suspender-chrome-extensions-fall-from-grace/
https://www.bleepingcomputer.com/news/security/the-great-suspender-chrome-extensions-fall-from-grace/


Attackers Buy & Poison Popular Extensions

https://gitlab-com.gitlab.io/gl-security/security-tech-notes/threat-intelligence-tech-notes/malicious-browser-
extensions-feb-2025



Polymorphic Extensions



Client Side File Creation



Browser Zero Days

https://cybersecuritynews.com/google-chrome-browser-zero-day-vulnerability/



What can we do? 

● Educate developers, sec pros, and orgs on browser risks

● Include browser security in the overall OWASP security discussion

● Promote browser-specific detection and response

● OWASP guidance on safely building browser extensions

● OWASP can lead the charge in this emerging domain



Thank you!!!

Q&A
Discussion
http://getstarted.sqrx.com/browser-security-academy

https://www.linkedin.com/in/jerryhoff/
@jerryhoff

jerry@sqrx.com


